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ABSTRACT
Advertisement in mobile devices is a key activity for the
monetization of mobile applications. Behavioral targeting
is a preference elicitation technique currently used in online
and mobile scenarios for presenting users ads that are highly
related to their interests. Although successful, behavioral
targeting gathers personal information about users into a
centralized entity which raises several privacy concerns. To
solve these problems recent approaches for preserving privacy rely on a client-side profile elicitation technique and
storage. In this position paper we argue that these proposals might be limiting the accuracy of local based profiles and
we argue for revisiting decentralized recommender systems
as a mean to develop effective user profiling strategies for
mobile advertisement purposes while keeping the privacy of
users in the system.

Categories and Subject Descriptors
H.3.3 [Information Search and Retrieval]: Information
filtering; K.4 [Computers and Society]: Public Policy
Issues—Privacy
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1.

INTRODUCTION

The mobile application market is expected to have a steady
growth through 2014 as the number of downloaded applications will increase from 10.9 billion worldwide in 2010 to 76.9
billion in 2014 [11]. The most common way for developers to
obtain revenue from the development of these applications
are:(1) making paid applications for application stores (appstores) and (2) embedding third party advertisement messages (ads) into slots available inside the applications provided by advertisement networks such as Google’s AdMob

and Apple’s iAd. According to recent figures [16] the later
approach has been gaining importance since customers are
more likely to download free equivalents of paid applications
than paying for them, particularly in Asian markets. The
adequate selection of ads to show to adequate audiences in
mobile applications represents a challenge for advertisement
networks as developers are progressively turning to advertisement as their most important mean for monetization.
Advertisement networks use Behavioral Targeting (BT) techniques [5] to choose which ads should be displayed for the
user. BT is a profiling technique initially used in online
advertisement that learns user’s interests by mining information about the past behavior of users. BT gathers information such as their browsing navigation history and
queries made to a search engine in order to increase the
click-through rate of served ads.
This technique has been proven successful [5] [19] in online advertisement, however the collection and storage of
detailed information of user behavior has raised some privacy concerns. Advertisement networks are being trusted
with a great amount of personal information and users have
limited action to control how their data is used, and even
sometimes they are not aware that these networks are gathering sensitive information about themselves [6].
Privacy concerns increase when talking about BT in mobile
environments. We believe that the popularization of mobile
devices and the capabilities of connectivity to the Internet
of these devices allows advertisement networks to perform a
narrower personalization and preference elicitation in a mobile scenario when compared to the online scenario since:
1) Mobile devices are rarely shared between different users,
contrary to online advertisement where different users can
be behind the same IP or where different users can share
the same computer. Since the probability of multiple users
using the same device to interact with Internet services is
low, targeting techniques are confident to assign all the detected interactions of the device to a single user profile; and
2) Capabilities of modern mobile devices such as GPS or
network-based location allow applications to know the exact location of the user, permitting advertisement networks
to deliver ads highly related not only to the user’s interest
but also highly related to the user’s location. As recognized

by [12], the narrower understanding of the user situation by
third party organizations in the mobile scenario ultimately
aggravates the privacy concerns that currently exist in online
advertisement.
In the rest of this position paper we will review the privacy
concerns that exist in these kind of systems, the related initiatives to protect privacy of users, and our proposal for a
new research direction to address the problems mentioned
beforehand.

2.

PRIVACY CONCERNS OF ADVERTISEMENT SYSTEMS

Advertisement networks systems gather information about
users and store it in a centralized entity. Then they apply data mining techniques to learn the users’ interests with
the purpose of showing ads that are relevant. On the other
hand, by downloading an application from an app provider
users entrust personal information to the advertisement network expecting in return access to mobile applications and
eventually to be led to good commercial opportunities with
the ads presented to them. The tension between the need of
advertisement networks to target users and user’s desire to
keep their information private while keeping the benefits of
targeting results in a personalization-privacy paradox that
is inherent to this type of systems.
The trust that users put on advertisement networks is an
agreement that they will use personal information only for
purposes mentioned beforehand, however when advertisement networks consolidate user information into a centralized entity they increase the risk that this information is
used for purposes different from mobile advertisement. This
exposure risk can be configured in five ways [7] :
• Deception by the recipient: The system can lie about
its privacy policies and trick users to reveal personal
information, using it later for a different purpose from
profiling for advertisement display. For example selling
the information or sharing it with other organizations.
• Mission creep: Initially the policy of usage of personal
information is defined clearly by the system, but later
the systems expands its goals in a previously unforeseen manner, changing the use of personal information
for other purposes related to the new goals of the organization.
• Accidental disclosure: Information about users can be
made available accidentally, for example leaving private information on a server that can be accessed by a
search engine over the Internet.
• Disclosure by malicious intent: Storage servers’ security can be breached and users’ personal information
can be stolen.
• Forced disclosure: Systems must disclose the information for legal reasons.
When personal information is exposed, users are subject
of various potential harms [12] for example: 1) Users can
be targets of unwanted commercial solicitations (spam); 2)

Users can be victims of identity theft and fraud ; and 3) Exposure of personal information increases the user’s risk to
be subject of unfair commercial practices. This harms are
more critical in mobile advertisement where the certainty of
the information gathered about the user is higher.

3.

RELATED WORK

In order to avoid exposure risks, recent approaches for online and mobile advertisement hide user information from
the advertisement networks by delegating the profile elicitation techniques to computational agents that run on the
user’s device, preventing the advertisement network from
gathering information about the user and reducing the exposure risks presented in the previous section. This represents a challenge because advertisement networks need user
information for other processes beside user profiling that are
crucial to their business model. For example advertisement
networks need to know which ads are displayed to users and
which of those ads are clicked on so they can know how
much to charge advertisers and how much they have to pay
to developers that allow ads in their applications. Other
reason they need this information is to defend themselves
when a malicious client clicks on ads in order to increase
artificially the billing of advertisers or the revenue perceived
by application developers.
The Privad system [8] is a online advertisement platform
that learns a local user profile . In this system the client-side
agent requests ads to an intermediate broker by submitting
an incomplete user profile with some general categories of
interests among with some demographic information about
the user. The broker has a local database of ads from advertisement network’s and does a coarse-grained selection of the
most relevant ads for the user based on the profile submitted
by the client-side agent. The client-side agent receives a list
of possible ads and does a fine-grained filtering on the list
using the complete local profile, choosing the most relevant
message to be displayed for the user. Unused ads are cached
for future use. The client agent reports ad events (which ads
have been displayed and clicked on) to the broker through
an anonymizing proxy called dealer for billing and ad-click
fraud detection purposes. The Adnostic system [17] also
keeps a local user profile and works in a very similar way
to the Privad system, however in the Adnostic system no
anonymization of client-ad interaction is applied in order to
facilitate the current work of advertisement networks.
The MobiAd [10] system is another platform that learns a
user profile based on the different sources of information
located inside the user’s mobile device such as their local
browser history, information from social networks and email
messages. This system also takes advantage of the location
capabilities of the mobile device and integrates into the user
profile the preferred locations and mobility patterns of the
user. The focus of MobiAd is to display ads that are highly
related to their location. In order for the client to obtain ads
without disclosing the user’s location, it uses an anonymous
broadcast platform to obtain all the ads that are relevant
for a specific location and then screens out the ones that
are not relevant based on the attributes of the local profile.
To report back ad events to the advertisement network, the
client uses a delay tolerant network that anonymises the
user-ad interaction.

Generally speaking, the main contribution of the approaches
presented in this section is that the proposed architectures
fit to current advertisement network business models while
keeping the user’s privacy by keeping from a central authority user detailed user profile data. However, to the best of
our knowledge, little or no information is provided about
the ability of the proposals to accurately portray the user’s
interests by only using the local information present in the
device. Profiling at client-side relying only on the local history of the user without taking into account the trends of
choices of other users of the system is analogous to the strategy employed by content-based filtering systems (CB). CB
filtering systems are information filtering systems that use
only information about past choices of the user in order to
build a user profile. This strategy has several limitations
as noted by researchers like [1], in particular Overspecialization: A CB system will only classify as relevant ads that are
similar to the ones that the user has liked in the past. This
means that the system can’t predict correctly the relevance
of an ad that is very different from the ones that the user
has seen in the past or belongs to a topic in which the user
has not manifested an opinion yet.
A complementary approach to CB systems are collaborative
filtering systems (CF). CF systems predict the relevance of
an item (ads) based only on the opinion that other users
have had on items , therefore being completely agnostic to
the content of the data item. CF systems can be classified
into two classes: 1) The neighborhood CF system that calculates the relevance for a data item by taking into account
the opinion on that item of the N most similar users(userbased CF ) or by taking into account the opinion of the user
to the most similar data items to that item (item-based CF );
and 2) model based CF that learns a latent model from the
users’ interaction with the system. These systems are not
vulnerable to overspecialization since they can detect an accurate relevance for data items that are different from the
ones the user has seen. Model based techniques have shown
better results than neighborhood approaches in several scenarios, however the calculation of the predictive model requires computational resources provided by servers or by
cloud computing architectures, thus they not suitable for
profiling in agents with limited computational capabilities
like the ones present in the reviewed architectures. Other
shortcoming of CF systems is their adaptation to scenarios
where the underlying data item set (in this case the ads) is
very dynamic and items appear or disappear frequently, for
example in [9] it was estimated that between 30 and 40% of
available ads in an ad network change from hour to hour.
Lastly we want to note that applying this strategy to BT
systems with client-side profiles breaks the rule of not sharing the profile with other entities, thus increasing the risk of
exposure of personal information of users.
Other kind of preference elicitation systems are hybrid systems. These systems combine different content based and
collaborative paradigms in order to overcome the limitations
of pure content based and collaborative techniques. Since
collaborative filtering is the most popular technique most
of the work in hybrid systems has been oriented towards
adding features of data items into a collaborative approach.
One of the first approaches for hybridization was the collaboration via content [14] paradigm. This paradigm uses a

neighborhood based collaborative strategy that finds an aggregate user profile of features that represents the knowledge
of the user’s neighborhood. This aggregate vector is used to
complete the opinion on preferences for which the user has
not manifested an opinion yet. Other approaches [3] apply
a collaborative strategy when there is enough information
in the neighborhood of the user to calculate the relevance, if
there is not enough information a content-based relevance is
calculated. Since hybrid systems use CF at their base, they
have also the same shortcomings when trying to apply them
on BT with client-side profile elicitation.

4.

RESEARCH PROPOSAL: DECENTRALIZED HYBRID SYSTEMS

As mentioned in the preceding section, client-side profiling
has limitations that lead to overspecialized systems. On
the other hand application of collaborative and hybrid approaches on client-side profiling while keeping the user privacy is not straightforward because: 1) model based CF
demands high computational resources not available on mobile devices, 2) neighborhood based CF is not suitable for
scenarios where there is a high item churn, and 3) CF is
in conflict with the motivation of client-side profiling that
recent approaches use.
Privacy concerns have been also recognized in CF systems,
there are two trends in CF filtering to preserve the user’s
privacy: 1) Data obfuscation techniques and 2) decentralization of the user profile database. Data obfuscation of the
user profile has been implemented in [15] by randomly modifying values in the users profile on a CF system, this work
showed that the impact of the randomization was negligible on the accuracy of the filtering system; however data
obfuscation is not sufficient to avoid the risks of information exposure such as deception by the recipient because
the database of user-item profiles is still centralized.
Decentralized CF was introduced by [18] by proposing a
user-based CF in a p2p environment for portability concerns.
Analogous to BT client-side profiles, in a p2p environment
each user has a client agent that is in charge of keeping its
own profile. In order to calculate the relevance of a new
data item, the p2p agents exchange information about the
user profiles and keep a local version of other user profiles;
once sufficient information about other user profiles is gathered a local version of the filtering algorithm is executed.
Decentralized p2p approaches have been implemented using different kinds of CF algorithms: In [4] a user-based
neighborhood approach was used; in order to share information with other peers while keeping the privacy of the
user, a user profile obfuscation strategy was used. In [13]
a decentralized item-based neighborhood was implemented
in a p2p architecture among others, the system protected
the user privacy by sharing with peers only the similarity
index between items according to their personal history. Although these works have embraced the privacy concerns of
users, they are based on neighborhood approaches that are
susceptible in scenarios where there is a high item churn,
specially on [13] where an item-based neighborhood is used.
One of the main concerns of researchers of decentralized
CF was the impact on accuracy when operating on a incomplete database of user and item profiles, however [2]

showed that having a small number of peers chosen randomly (roughly 20% of the complete user-item profile information) its good enough to produce comparable results as
if the whole database was used. Another concern is how to
assure that peers in the system wont use user profile information for other purposes. One promising technique to reduce
this risk is to share information only with trusted peers [20],
this proposal also has shown that hybrid approaches based
on collaboration via content, which are not prone to the high
item churn problem, can be used in decentralized environments.
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CONCLUSION AND FUTURE WORK

In this paper we have reviewed recent proposals for privacy
protection of user information in mobile advertisement. Although the proposed architectures fit to the current model
of mobile advertisement, client-side profiling is limited and
prone to overspecialization. To solve this problem we believe
that collaborative techniques should be applied to client-side
profiling. We revisited the work that has been done in the
recommender system community where the privacy problem
has been also recognized, a solution for this problem was the
introduction of decentralized recommender systems. In this
systems a p2p architecture is deployed to avoid the presence of a central entity gathering all the information of the
system. Future challenges in this line of work are: considering the overhead of introducing a p2p overlay network into
the system since more computing resources for managing
the network can be too demanding for mobile devices with
battery life and network limitations, verifying the viability
of hybrid systems since the dimensionality of features that
describe the data items can be a limitation for the application of this system in a mobile device. Other alternatives
that delegate the processing to specialized frameworks such
as personal clouds can be considered for the task as well,
however new challenges such as latency and the risks of delegating user data to a central entity to the user’s privacy
must be adressed.
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